HNuadopManmnoHHaa NaMATKA JJIA O0YJIAIOIINXCA /1A pa3dMenle HUA

Ha opunmuaabHbIXx NHTEpHET-pecypcax

C KaXx/1pIM ro/IOM MOJIOZIEXKU B UHTEPHETE CTAHOBUTHCA OOJIBIIE, 2 IIKOJIBHUKY OHU U3
CaMbIX aKTUBHBIX I0JIb30BaTesel PyHera. Mexy TeM, HOMUMO OTPOMHOTO KOJTTYECTBA
BO3MOXKHOCTEU, UHTEPHET HeceT U IMPpobJieMbl. ATa MaMATKA JOKHA IOMOYb Tebe
0e301acHO HaXOAUThCA B CETH.

KommbioTepHbIe BUPYCHI

KoMnbloTepHBIN BUPYC - 3TO PA3HOBUHOCTH KOMITBIOTEPHBIX ITPOTPAMM, OTJIMUUTETHHON
0CODOEHHOCTBIO KOTOPOH ABJIAETCS CIIOCOOHOCTH K PAa3MHOKEHHI0. B TonosiHeHME K 3TOMY,
BHUPYCBI MOTYT IOBPEAUTD WUJIU MTOJTHOCTHIO YHUUTOXKUTH BCe (palyibl U JJAHHBIE,
ITOIKOHTPOJIbHBIE TI0JIH30BATEIT0, OT HMEHH KOTOPOTO ObLIa 3ammyIneHa 3apaKeHHAA
IIpOrpaMMa, a TaKKe MMOBPEIUTh WIH JIasKe YHUUTOXKUTH OIIEPAIIMOHHYIO CUCTEMY CO BCEMU
daiimamu B nesiom. B 60s1pIIIMHCTBE CITydaeB pacIIpOCTPAHAIOTCS BUPYCHI Yepe3 NHTEPHET.
MeTo/1bl 3alTUTHI OT BPEJJOHOCHBIX ITPOTPAMM:

1. Mcnioste3yii cCOBpeMeHHbBIE OllepaIliOHHBIE CUCTEMbI, UMEIOIIUE CEPbE3HBIN YPOBEHD
3aIUTHI OT BPEZJOHOCHBIX IIPOTPaMM;

2. [TocTostHHO ycTaHaBIUBAK MavTH (I POBBIE 3AIIATKU, KOTOPhIE ABTOMATHYECKU
YCTaHABJIUBAIOTCS C IEJTBIO IOPAOTKHU IIPOTPaMMBbI) U APyTHe OOHOBJIEHUS CBOEH
onepanuoHHOU cucTeMbl. CKaUMBal UX TOJIBKO ¢ O(pUIIaIBHOTO caiiTa pa3paborunka OC.
Ecin cyiiecTByeT pe’kuM aBTOMAaTHYeCKOro 0OHOBJIEHUS, BKJIIOUH €T0;

3. Paboraii Ha cBOeM KOMIIBbIOTEPE IO7], IPABAMH IT0JIL30BATENIS, & HE A/AMUHUCTPATOPA. DTO
He TT03BOJIUT OOJIBIINHCTBY BPEJIOHOCHBIX TPOTPAMM UHCTAJLJTUPOBATHCS HA TBOEM
MIEPCOHATTBHOM KOMIIBIOTEDPE;

4. Vicnosib3yl aHTUBUPYCHBIE IIPOTPAMMHBIE ITPOAYKTHI U3BECTHBIX ITPOU3BOAUTETIEH, C
aBTOMAaTUYECKUM OOHOBJIEHHEM 0a3s;

5. Orpasnnyb PU3UUECKUH TIOCTYI K KOMIIBIOTEPY JJI [IOCTOPOHHUX JIUII;

6. Vcniosip3yli BHeNIHUE HOCUTEIU HHDOpMAaIlNK, Takue Kak ¢Jielika, JUcK uin daii us
WHTEPHETA, TOJIBKO U3 MpOo¢epPEeHHBIX HCTOUHHUKOB,;

7. He oTKpbIBall KOMITbIOTEPHBIE (DAMJIbI, TTOJIYUY€HHbBIE N3 HEHAASKHBIX UICTOUYHUKOB. [lake
Te ¢aiIbl, KOTOPbIE MPUCJIAJ TBOM 3HAKOMBIH. JIydIlle yTOYHU Y HETO, OTIIPABJISII JIU OH
Tebe uX.

Cern WI-FI

Wi-Fi - 3To He BUJI Ilepeiau JJAHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIL OpeH |, Mapka. Eie B
1991 rofy HUJIepJIaH/ACKas KOMIIaHusA 3apeructpuposasna opers « WECA», uro o603Hayaio
cinoBocouetanue « Wireless Fidelity», koTopsiil mepeBoguTcs kak «b6ecrrpoBogHAS
TOYHOCTB».

Jlo HaIero BpeMeHU JIONLIA Ipyras abOpeBuaTypa, KOTOpas ABJISAETCSA TAaKOH JKe
TexHOJI0THer. ATo abbpeBuaTtypa « Wi-Fi». Takoe HazBaHHe OBLIIO JAHO C HAMEKOM Ha
CTaHZIApT BHICHINU 3ByKOBOU TexHUKU Hi-Fi, yTo B IlepeBo/ie 03HaUaeT «BBICOKAS
TOYHOCTB».



Jla, GecriyIaTHBIN MHTEPHET-/IOCTYII B Kade, OTeIAX U a9pOIIOPTax ABJIAETCA OTIMYHON
BO3MOXKHOCTBIO BBIX0O/Ia B UHTepHET. HO MHOTHE 3KCIIEPTHI CYUTAIOT, UTO OOIIEIOCTYITHBIE
Wi-Fi cetu He ABJA0TCA O€30I1aCHBIMH.

CogeTsl 110 6€3011acHOCTH paboTe B 00IIeIOCTYITHBIX ceTsax Wi-fi:

1. He mepenaBaii cBoro JIMUHYyI0 HHPOpPMAIUIO uepes o01enocTyabie Wi-Fi cetn. PaboTast
B HUX, JKeJIaTeJIbHO He BBOJUTD MTAPOJIH JOCTYTIA, JIOTHHBI U KaKHe-TO HOMepa;

2. Mcnosib3yit 1 OOHOBJIAN aHTUBUPYCHBIE IPOrpaMMbl B OpaHiMayep. TeM caMbIM ThI
obe3omacuIlb ceds OT 3aKaUKU BHPYyca Ha TBOE YCTPONCTBO;

3. ITpu ucnosb3oBanuu Wi-Fi otkimoun pyHkmuo «O6mui JocTyn K ¢aiiiam u
npuHTepaMm». JlaHHasA (PyHKIMA 3aKPbITa 110 YMOJTYAHUIO, OTHAKO HEKOTOPbIE
MIOJIb30BATEJIN AKTUBUPYIOT €¢ J71A yZA00CTBA UCIIOIb30BAaHUA B paboTe miu yuebe;

4. He ucnosisayit myonaabii WI-FI a1 nepeziaum JTUYHBIX JAHHBIX, HATIPUMED JIJIA
BBIXO/IA B COITUAJIbHBIE CETU WJIH B 3JIEKTPOHHYIO IIOUTY;

5. Mmmonp3y# ToyIbKO 3amuineHHoe coenuHenne uepe3 HTTPS, a ue HTTP, T.e. mpu Habope
BeO-aspeca BBoAM NMeHHO «https://»;

6. B MmoOmipHOM Tentedore otkioun pynkmuio «Ilopkmouenne k Wi-Fi aBromaTnueckn».
He mormyckaii aBTOMaTHYECKOTO OAKIIOUEHHs yeTpoiicTBa K ceTsaM Wi-Fi 6e3 TBoero
COTJIaCHA.

ConuajbHble CETH

CornuasibHbIE CETH AaKTUBHO BXOJSAT B HAIIly *KH3Hb, MHOTHE JIIOAU PAOOTAIOT U JKUBYT TaM
MIOCTOSTHHO, a B Facebook y»ke 3aperucrpupoBaH MUJLIAAP/] Y€JIOBEK, UTO SBJISETCSA OJTHOU
ceIbMOU BCeX KUTeJIeH IIaHeThl. MHOTHE 1T0JIb30BaTeIN He IOHUMAIOT, YTO HH(pOpMaIus,
pasMelleHHas UMY B COIIMAJIBHBIX CETSX, MOXKET ObITh Hal/IeHa ¥ UCIIOJIb30BaHA KEM
YTOHO, B TOM YHCJIE He 00513aTeJIbHO ¢ 0J1aruMy HaMepPEeHUSMU.

OCHOBHBIE COBETHI 110 6€30TIaCHOCTH B COIHAIbHBIX CETAX:

1. OrpaHUYb CIIUCOK JIpy3ei. Y Tebs B IPy3bsAX He JOJIKHO ObITh CIyIalHBIX U HE3HAKOMBIX
JIIOZIEH;

2. 3amuiay cBoI YacTHYIO KU3Hb. He ykaspiBail naposiy, TesieoHbI, apeca, 1aTy TBOero
POXKAEHUSA U APYTYIO JIMIHYI0 WHOOPMaNHIO. 3/I0yMBIIIJIEHHUKA MOTYT UCIIOJIb30BaTh
naxke THPOPMAIHIO O TOM, KaK Thl U TBOU POJUTEJIH IIJITAHUPYETE ITPOBECTH KAHUKYJIbI;

3. 3anuinai cBow peIyTaIuio - IEP:KU ee B YUUCTOTE U 33/1aBail cebe BOIpoc: XOTes ObI ThI,
yTOOBI APYTHE MOJIH30BATEN BUJIENIH, UTO ThI 3arpyskaemib? [logymai, mpexe 4eM 9TO-TO
OIyOJIMKOBATh, HAITUCATD U 3aTPy3UTh;

4. Ecoii ThI TOBOPHIIIB C JTIOZIEMH, KOTOPHIX HE 3HAEIIb, HE UCIIOJI3YH CBOE PeaIbHOE UMS U
ZPYTYIO JUUHYI0 HHGOPMAITUU: UM, MECTO JKUTEJICTBA, MECTO YIeObI U ITPOYEE;

5. N36erati pazmerienus pororpaduii B IHTepHETE, I/ie Thl H300pa’keH Ha MECTHOCTH, 110
KOTOPOH MOKHO OIIPEJIEJIUTh TBOE MECTOIOJIOKEHUE;

6. [Ipu perucrpanuu B COIUATBHON CeTH HEOOXOUMO HCIIOIb30BaTh CJIOKHBIE MTAPOJIH,
cocrosue u3 OykB U 1udp U C KOJIMYECTBOM 3HAKOB HE MeHee 8;



7. 71 cOIUaIbHOM CEeTH, IMOYTHI U JIPYTUX CAUTOB HEOOXOIMMO HCIIOIb30BaTh Pa3Hble
naposu. Torza ecytn Tebs B37I0MAIOT, TO 3JI0YMBIIIIEHHUKY TI0JIy4YaT TOCTYH TOJIBKO K
O/THOMY MECTY, a He BO BCe cpasy.

AJIEKTPOHHBIE JIEHbI'U

DJIeKTPOHHBIE JIEHBI'H — 3TO OYEHb YZ0OHBIH cr1oco0 IIaTexei, OHAKO CYIIeCTBYIOT
MOIIIEHHUKU, KOTOPBIE XOTSAT MOJYUYUTh 3TU J€HbI'H.

DJIeKTPOHHBIE JIEHbI'H MOSIBUJIUCH COBCEM HEZABHO U UMEHHO M3-3a 3TOTO BO MHOTHX
rocyZlapcTBax JI0 CUX IOp He IPOIKCAHO IIPO HUX B 3aKOHAX.

B Poccuu »xe oHU QYHKITUOHUPYIOT U O HUX y3Ke IIPOIHCAHO B 3aKOHE, T7e UX Pa3ZesaioT Ha
HECKOJIbKO BUJIOB - aHOHUMHBIE U He aHOHUMHbIe. Pa3HuUIIa B TOM, YTO aHOHUMHBIE - 3TO
T€, B KOTOPBIX Pa3pelIaeTcs MPOBOAUTH ONeparuu 0e3 naeHTH(UKALINH I10JIb30BaTEA, a B
HEaHOHUMHBIX UJIeHTHU(PUKAIINY TT0JIb30BATEIS ABJIAETC 00A3aTETbHOM.

Taxoke ciieslyer pa3inuaTh 3JIEKTPOHHbBIE (PUATHBIE JIEHBI'H (PABHBI TOCYAaPCTBEHHBIM
BAJIIOTaM) U BJIEKTPOHHbIE HepUaTHBIE JIEHbI'H (HE PaBHBI TOCYAAPCTBEHHBIM BAJIIOTAM).
OcCHOBHBIE COBETHI 0 H6e30macHOM paboTe ¢ 3JIEKTPOHHBIMU JI€HbIaMU:

1. ITpuBsi>ku K cueTy MOOMIBbHBIN TeedOoH. TO caMbIi yIOOHBIN U OBICTPBIN CIIOCOO
BOCCTQHOBHUTH JIOCTYII K cueTy. [IpuBa3aHHbIN TestepOH TIOMOKET, €CJTH 3a0yAeIIb CBOI
IUIATEXHBIW apOJIb WM 3aiiellb Ha CAUT ¢ HE3HAKOMOT'O YCTPOUCTBA;

2. Mcnosb3y#t ogHOpa3oBbie maposu. Ilocsie epexo/ia Ha yCUJIEHHYIO aBTOPHU3AIHIO Tebe
yKe He OyZleT yrpoKaTh ONAaCHOCTh KPaXKH WM IlepexBaTa IJIaTesKHOTO0 11apoJis;

3. Be1Oepu ci1o:kHbBIN aposib. [IpecTynmHukam OyzieT He IIPOCTO yraZiaTh CJA0KHBIN MapOJb.
HaniexxHble maposii — 5TO MapoJId, KOTOPbIE COZePKAT He MeHee 8 3HAKOB U BKJIIOUAIOT B
cebs1 CTPOYHbIE U ITPONHCHBIE OYKBBI, IU(PPBI U HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HAK
noJutapa, GyHTa, BOCKJIUIATEIbHBIN 3HAK U T.11. Hanpumep, StROng!;;

4. He BBOIM CBOM JINYHBIE IAHHBIE HA CAWTAaX, KOTOPHIM HE JIOBEPSEIIb.

DJIeKTPOHHAsA MMOHTA

DJIEKTPOHHASA TI0UTA — 3TO TEXHOJIOTHSA U MPEJIOCTABIISIEMbIE €10 YCIIYTH I10 II€PEChIKE U
MIOJIyYE€HHIO 3JIEKTPOHHBIX COODOIIEHN M, KOTOPBIE PACIIPEAEIAIOTCS B KOMIIBIOTEDHOU CETH.
OOBIYHO 3JIEKTPOHHBIN ITOYTOBBIN AIIUK BBITJISIAUT CJIEAYIONTAM 00pa3oMm:
UMsI_I10JI30BaTeNA@UMs_JioMeHa. Takke KpoMe Iepeiaaul IPOCTOTO TEKCTA, HMeeTCs
BO3MOXKHOCTD IlepefiaBaTh (HauIbl.

OcHOBHBIE COBETHI 110 6€30TIaCHON PaboTe C 3JIEKTPOHHOU ITOYTOM:

1. Haymo BeIOpaTh mpaBUIBHBIN IOYTOBBIH CEPBUC. B MHTEPHETE €CTH OTPOMHBIN BHIOOD
OecrIaTHBIX MIOYTOBBIX CEPBUCOB, OTHAKO JIYYIIIE IOBEPATH TEM, KOTO 3HAEITb U KTO
IIepBBIN B pEUTHHTE;

2. He yka3bpIBall B JIMYHOU ITOYTE JINYHYIO nHQopManuio. Hapumep, jydiie BbIOpATh
«MY3BbIKQIbHBIU_(paHaT@ » WIIN «POK2013» BMecTO «TeMal3»;

3. Mcnosip3yli ABYXaTAIHYI0 aBTOPU3AIUI0. ATO KOTJja IOMUMO I1apoJis HYy>KHO BBOJIUTh
KOJI, IpUchLIaeMbIi 1o SMS;



4. Bp106epu cy10KHBIN apoJIb. 171 KaXK/I0r0 IOUTOBOTO AIINKA I0JI>)KEeH ObITh CBOM
Ha/Ie’KHBIN, YCTOMUUBBIN K B3JIOMY IIAPOJIb;

5. Ecsiit ecTh BOBMOXKHOCTD HalMCaTh CAMOMY CBOM JIMYHBIA BOIIPOC, UCIIOJIB3YH 3TY
BO3MO>KHOCTb;

6. Mlcnosib3yil HECKOJIBKO IIOUTOBBIX AMIUKOB. [IepBbIi /711 YaCTHOU ITEPEIUCKH C
azpecaTaMu, KOTOPBIM ThI JIOBEPSIEIIb. TO 3JIEKTPOHHBIN aJIpec He HaJ[0 UCII0JIb30BaTh IIPHU
perucrpanuu Ha popymax U canuTax;

7. He oTKpbIBail (haiiyibl U IpyTHe BJIOKEHUs B MUCHMAX JIasKe €CJTH OHU IIPUIIUIH OT TBOUX
npy3eit. Jlydliie yTOUHHM Y HUX, OTIIPABJISAIIN JIU OHU Tebe 3TU (paiiiibl;

8. ITocsie okoHUaHUSA pabOTHI HA IOUTOBOM CEPBUCE TIepPe] 3aKPhITHEM BKJIQJIKU C CAUTOM
He 320y/71b HAXKaTh HA « BRIATH».

KubepOysisTMHT WJIN BUPTYaJIbHOE U3/1€BATEIbCTBO

KubepOysimuHT — mpecyieloBaHue COOOIEHUAMU, COAEPIKAIINME OCKOPOJIEHUS, arPECCUIO,
3aIlyTUBaHUeE; XyJIUTAaHCTBO; COIMAIbHOE OOUKOTUPOBAHME C IIOMOIIBIO PA3JIMIHBIX
WHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 60pBOE ¢ KHOepOyJUTUHTOM:

1. He 6pocatics B 60#. JIyumuii crmocob: MOCOBETOBAThCA KaK ce0sl BECTH U, €CJTU HET TOTO, K
KOMY MOXKHO 00paTUTbhCS, TO BHAUAJIE YCIIOKOUTRCA. ECJIN Tl HAUHENIh OTBEYATh
OCKOpOJIEHUSIMU Ha OCKOPOJIEHHUS, TO TOJIBKO ellfe OOJIbIIEe Pa30KIKEITb KOH(IIUKT;

2. YropasJsil cBoell KubeppemnyTanue;

3. AHOHUMHOCTD B ceTH MHUMasi. CyIlecTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 32
QHOHUMHBIM aKKayHTOM;

4. He cTouT BecTH XyJIUTAHCKUH 00pa3 BUPTYaJIbHOU JKU3HU. VIHTEPHET (GUKCUPYET BCE
TBOH JIEUCTBUSA U COXPAHSIET UX. YITAJIUTD UX Oy/IeT KpaliHe 3aTPy/THUTEIIBHO;

5. Cobuto1ail cBOM BUPTYAJIbHYIO YECTh CMOJIO/NY;

6. UrHOpUpYy¥ e TUHUYHBIN HeraTuB. OZHOpPa30Bble OCKOPOUTEIbHBIE COOOIIEHUS JIyUIIle
UTrHOPUPOBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha HaYaJIbHOU CTa/INY;

7. ban arpeccopa. B mporpammax o6MeHa MTHOBEHHBIMU COODIIIEHUAMH, B COITUATBHBIX
CETSIX €CTh BOBMOKHOCTH OJIOKMPOBKY OTIIPABKU COODOIIEHUH C OIIPe/IeJIEHHBIX aJ[PECOB;

8. Eciu ToI cBUzieTEb KNbOEpOy IHTa. TBOU IEHCTBUA: BBICTYIIUTD ITPOTUB
TpecJie/IoBaTeisi, I0OKa3aTh €MY, UTO ero JIEUCTBUs OIIEHUBAIOTCS HETaTUBHO, MTOEPKATh
JKEPTBY, KOTOPOU Hy>KHA IICUXOJIOTHYECKAS IOMOIIb, COOOIIUTH B3POCTIBIM O (haKTe
arpecCHUBHOTO MTOBEJIEHUs B CETH.

Mob6wibHbIN TeedoH

CoBpeMeHHbIEe CMapT(OHBI U IUIAHIIIETHI COZEPIKAT B cebe BIIOJIHE B3POCIbINA (DYHKIIMOHA,
U Terepb OHU MOTYT KOHKYPHUPOBATh CO CTAIlHOHAPHBIMH KOMITbIoTepaMu. OJTHAKO, CPEJICTB
3aIUTHI JJ1s MOAO0OHBIX YCTPONCTB ITOKA 0UeHb Masio. TecTUpoBaHUE U ITOUCK ysI3BUMOCTEN
B HUX IIPOUCXO/IUT HEe TaK HMHTEHCUBHO, Kak A1 [1K, To ke camMoe kacaeTcsi 1 MOOMIbHBIX
IPUJIOKEHUH.



CoBpeMeHHbIE MOOUIBbHBIE Opay3€ephl yKe MPAKTUIECKH JIOTHAIU HACTOJIbHbIE aHAJIOTH,
OJTHAKO paciuupeHre QYHKIIMOHAIA BJIEYET 32 COOOH OOJIBIIYIO CJI0?KHOCTh I MEHBIITYIO
3aIUIIEHHOCTb.

Jlayeko He Bce TPOU3BOUTEIH BBIIYCKAIOT OOHOBJIEHUs, 3aKPHIBAIOIII€ KPUTUUECKHE
YSA3BUMOCTH JIJISI CBOUX YCTPOUCTB.

OCHOBHBIE COBETHI JJIs1 0€30MaCHOCTH MOOWILHOTO TesiedOoHa:

1. Huuero He sABJIsIeTCA MO-HACTOAIIEMY OeciuiaTHBIM. Byib ocToposkeH, Besib Korza Tebe
Mpe/ITararoT OeCIIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKUE-TO IIJIATHBIE YCIIYTH;
2. Jlymaii, mpexxkzie 4eM oTIpaBuTh SMS, poTo mim Buieo. Thl TOUHO 3HAEIITD, TJI€ OHU OY/IyT
B KOHEYHOM UTOTE?

3. Heo6x0a1Mo 0OHOBJIATH OTIEPAIIOHHYIO CUCTEMY TBOETO CMapTQOHA;

4. Vlcnoyib3yit aHTUBUPYCHBIE IIPOTPAMMBI JIJIs1 MOOWJIBHBIX Te1e(pOHOB;

5. He 3arpy:xaii npuio:keHus OT HEM3BECTHOTO UCTOYHHUKA, BE/b OHU MOTYT COZEPKATh
BP€JIOHOCHOE IPOrpaMMHOe 00ecrieueHue;

6. ITocsie TOTO Kak ThI BBIW/IEIID C CAMTA, TJle BBOAWII IMYHYI0 HH(MOpPMAaIHIo, 3aiiU B
HaCTpOIMKHU Opay3epa u yaaau cookies;

7. IleppoanyecKky MPOBEPSAN KaKUe MJIaTHbIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. laBaii cBOIl HOMEP MOOMIBLHOTO Tesie)OHA TOJIBKO JIIO/IsIM, KOTOPBIX Thl 3HAEIIh U KOMY
ZIOBEpsIEIIb;

9. Bluetooth go/keH OBITH BBIKJTIOUEH, KOT/IA ThI UM He MOJIb3yelbesa. He 3a0bIBail HHOT/IA
IIPOBEPSTH 3TO.

Online urpsr

CoBpeMeHHbIE OHJIAWH-UTPHI - 3TO KPACOUHbIE, 3aXBaThIBAIOIIINE Pa3BJIeUeHN ],
00'beTMHSAIONIHE COTHU THICSY UeJIOBEK 10 BceMy MUPY. VITPOKH HCCIIEIyIOT JaHHBINA UM
MU, OOIIAIOTCSA APYT € IPYTOM, BBITIOJTHSIOT 33/IaHUSA, CPAXKAIOTCS C MOHCTPAMH U
MIOJIyYarOT OIIBIT. 3a Y/I0BOJIBCTBUE OHH IUIATAT: IMOKYIIAIOT JINCK, OIIAYUBAIOT AOOHEMEHT
WJIN TPUOOPETAIOT KAKHUE-TO OIIIUH.

Bce aTu cpencTBa HAYT Ha MMOJiepKaHNe U Pa3BUTHE UTPHI, a TAaK)Ke Ha caMy 6e3011acHOCTb:
COBEPIIIEHCTBYIOTCS CICTEMbI aBTOPU3AIINH, BBIITyCKAIOTCsS HOBBIE MaT4YH (1 poBbIe
3aIUIATKH JIJIs1 TPOTPAMM ), 3aKPBIBAIOTCA YSI3BUMOCTHU CEPBEPOB.

B moio6HbBIX UTPax CTOUT OMacaThCs He CTOJIBKO CBOMX COTIEPHUKOB, CKOJIBKO KPa*KU TBOETO
apoJisi, Ha KOTOPOM OCHOBAaHA CHCTeMa aBTOPU3AINHU OOJIBIIIMHCTBA UTP.

OcHOBHBIE COBETHI IO 6€30ITACHOCTU TBOETO UTPOBOTO aKKAayHTa:

1. Ecotu pyroii urpok BeJieT cebs I10X0 WM cO3/1aeT Tebe HEMPUATHOCTH, 3a0JIOKUPYH ero
B CITHCKE UTPOKOB;

2. [Moxkasyiica aIMUHUCTPATOPAM UTPhI HA IJIOX0€ TTOBEJEHHE TOTO UTPOKA, KeJIaTeIbHO
MPUJIOKUTD KaKHe-TO JJOKA3aTeIbCTBA B BUJIE CKPUHOB;



3. He ykasbiBail 1nuHyI0 nHGOpPMAIHIO B Ipodaiiyie Urphl;

4. YBaXka#l IPyTUX YYaCTHUKOB I10 UTPE;

5. He ycranaBiuBait HeopunmasibHble IaTIYU U MOJIBI;

6. Vcriostb3yii C103KHBIE U Pa3HBIE MTAPOJIH;

7. Ja>xe BO BpeMs UTPBI HE CTOUT OTKJIIOYATh aHTUBUPYC. II0Ka ThI Urpaelb, TBOI
KOMITBIOTEP MOTYT 3aPa3UTh.

QUIIMHT WX KpaXka JIUYHbBIX JJAHHBIX

OOBIYHOM Kpaskel JIeHeT U IOKYMEHTOB CETO/THSA y3Ke HUKOTO He YAUBHIIb, HO C PAa3BUTHEM
WHTEPHET-TEXHOJIOTUH 3/I0YMBIIIJIEHHUKU [1ePEMECTUIIUCH B UHTEPHET, U MPOJO/IKAIOT
3aHUMATHCA «JIIOOUMBIM» JIEJIOM.

Tak mosiBHIach HOBasi yrpo3a: UHTEPHET-MOIIIEHHUYeCTBA WU (DUIITHHT, TJIaBHAS 1€JTh
KOTOPOTO COCTOUT B IOJIyYeHUHN KOH(PUIEHITUATbHBIX JJAHHBIX I0JIb30BaTeIed — JIOTUHOB U
naposeli. Ha aarmuiickom s3bike phishing ynrtaercs kak ¢umwuar (ot fishing — prionas
JIOBJIsA, password — mapoJib).

OcHOBHBIE COBETHI 10 60pBOE ¢ HUITMHTOM:

1. Cireiu 3a cBOMM akkayHTOM. Ecitit ThI TO103peBaelilb, UTo TBOSI aHKeTa ObLyIa B3JIOMaHa,
TO HEOOXOAUMO 3a0JIOKUPOBATh €€ U COOOITUTh aIMIHUCTPATOPaM pecypca 00 3TOM Kak
MOXKHO CKOpee;

2. Mcnosnb3yit 6e30macHble BeO-CAUThI, B TOM YHCJI€, UHTEPHET-Mara3uHoB U IOUCKOBBIX
cucTeM;

3. Mcnosp3yii ciioKHBIE U pa3Hble maposii. Takum 06pa3om, eciu Tebsi B3JIOMAIOT, TO
3JIOYMBINIJIEHHUKH TIOJTyYaT JOCTYT TOJIBKO K OJHOMY TBOEMY IMPO(UIIIO B CETH, a HE KO
BCEM;

4. Ecnu Teb6s1 B3710MaUTH, TO HEOOXOAUMO ITPEAYIIPEIUTH BCEX CBOUX 3HAKOMBIX, KOTOPbIE
7100aByIeHBI y TEOS B JIPY3bAX, O TOM, YTO Te€OsI B3JIOMaIA U, BO3MOKHO, OT TBOET0 MMEHU
OyzeT pacchLIaThCs CITaM M CChUIKU Ha (QUIITUHTOBBIE CAUTHI;

5. YcraHoBU HaiexkHbIN maposib (PIN) Ha MOOMIBHBIH TestedoH;

6. OTKIIOUN COXpaHEeHHe MapoJis B Opay3epe;

7. He oTKpbIBail haiiyibl ¥ pyTHE BJIOKEHUS B MIChMAX JIa’Ke €CJTU OHU IIPUIIUTH OT TBOUX
npy3ei. JIydiiie yTOUHH Y HUX, OTIIPABJISJIN JIU OHU Tebe 3TU (parisibl.

[Mudposas pemyranusa

[{udpoBas peryTranus - 5TO HETaTUBHASA WIN O3UTUBHAA HHGPOPMAIUs B CETU O Tele.
Kommnpomerupytomas nHGopMaIusa pa3MelleHHas B UHTEPHETE MOKET CEPbe3HBIM
00pa3oM OTpPa3uThCA Ha TBOEU peaslbHOU Kku3HU. «ludpoBas pemyTanus» - 3T0 TBOH
UMUK, KOTOPBIN (hopMuUpyeTcs u3 MHPOpMAIUH O Tebe B UHTEPHETE.

TBOE MeCTO KUTEJICTBA, yueObl, TBOE (PUHAHCOBOE IOJIOKEHNE, 0COOEHHOCTU XapaKTepa U
pacckasbl 0 OJIMBKHX - BCEe 3TO HAKATLITUBAETCSA B CETH.



MHorue MoAPOCTKU JIETKOMBICJIEHHO OTHOCATCA K MyOJIMKALIMY JJUYHOU HHOpMaLHU B
VHTEpHETE, HE TOHUMAs BO3MOKHBIX MOCIIEZICTBUI. ThI /1a’ke HE CMOKEIIb J0TaJIaThCsI O
TOM, 4TO poTorpadus, pazMelleHHas 5 JeT Ha3aJl, cTajia IPUYUHON 0TKa3a MPUHATD TeOs
Ha paborTy.

KommenTapum, pazmelenue TBoux ¢pororpaduil 1 Apyrue IeUCTBUA MOTYT HE UCUE3HYTh
Jlake TIOCJIe TOTO, KaK ThI UX YJIUIIIh. Thl He 3HAEIlb, KTO COXPAaHWII 3Ty UH(POPMAIUIO,
TI0I1aJIa JIM OHA B IIOUCKOBBIE CUCTEMBI U COXPAHUJIACH JIM OHA, a TJIABHOE: YTO IIOyMAIOT O
Tebe OKpY?KaroIIlee JII0/IH, KOTOPbIe HAWIYT U YBUAAT 3T0. HaliT mHpOpMAaIUio MHOTO JIeT
CITyCTsI CMOZKET JIF0O0H - KaK U3 T0OPHIX MOOYKAEHUH, TaK U C HAMEPEHHEM IIPUUNHUTD
BpeJl. ITO MOKET OBITh KTO YTOHO.

OcHOBHBI€ COBETHI 110 3a1uTe IU(PPOBOI pelyTalu:

1. [Torymaii, mpesx/ie yeM 4To-TO IyOJTMKOBATh U IlepeiaBaTh y cebs B 6Jiore WU B
COIIMAJIbHOHU CETH;

2. B HacTpoiikax mpo¢uisa yCTaHOBH OrPaHUYEHHUS Ha IPOCMOTP TBOETO TPOMUIIA U €ro
COZIEPXKUMOTO, C/IEIAl €T0 TOJIBKO «JJIS APY3eii»;

3. He pa3memniaii u He yka3biBail ”HGOPMAIHIO, KOTOPas MOKET KOTO-JIU00 OCKOPOJIATH
WJIN OOMKATh.

ABTOpPCKOE IPaBo

CoBpeMeHHbIE IIKOJIbHUKU- aKTUBHBIE M0JIb30BaTEIN I POBOro ImpocTpaHcTBa. OTHAKO
JlaJIeKO He BCE 3HAIOT, YTO MOJIb30BaHUE MHOTUMHU BO3MOKHOCTSIMU IIUPPOBOTO MUpaA
TpebyeT coOJTI0/IeH s ITPaB HAa NHTEJJIEKTYaJIbHYI0 COOCTBEHHOCTD.

TepMUH «MHTEJUIEKTyaIbHAsI COOCTBEHHOCTb» OTHOCUTCS K Pa3/IMYHBIM TBOPEHHUSAM
YeJIOBEUECKOTO yMa, HAUMHAsA C HOBBIX N300pETEeHUH U 3HAKOB, 0003HAYAIOIITHAX
cOOCTBEHHOCTD HA MPOAYKTHI U YCIYTH , U 3aKaHUUBAsA KHUTaMU, (POTOTpadUAMU,
KUHODWIBMaMU U My3bIKJIbHBIMH ITPOU3BEJEHUAMU.

ABTOpCKHE IIpaBa - 5TO NMpaBa Ha HHTEJUIEKTYAJIbHYIO COOCTBEHHOCTD HA ITPOU3BENEHUS
HayKH, JINTEPATYPhI  UCKyCCTBA. ABTOPCKHE IPaBa BBICTYIIAIOT B KAYECTBE FAaPaHTHH TOTO,
YTO UHTEJIJIEKTYAJIbHBIN/TBOPUECKUU TPYZ, aBTOPa He OyZleT HAIPACHBIM, IaCT MY
CIpaBeZTNBbIe BO3MOXKHOCTH 3apaboTaTh HA PE3YJIbTATaX CBOETO TPYZA, IOJIYIUTD
HU3BECTHOCTD U ITpu3HaHue. HukTo 6e3 paspelieHus aBTopa He MOKET BOCIIPOU3BO/IUTH €T0
MIPOU3Be/IEHNE, PACIIPOCTPAHATD, IMyOJIMIHO JIEMOHCTPUPOBATH, POJIaBaTh,
HMIIOPTUPOBATH, ITyCKATh B IPOKAT, ITyOJIUUYHO UCIIOTHATD, TOKA3bIBaTh/UCIIOJIHATD B
adupe nunu pasmeniats B IHTepHeTe.

Hcnonp30BaHUEe «ITUPATCKOTO» MIPOTPAMMHOTO 00ecIedeHUs1 MOKET IIPUBECTH K MHOTHUM
PHUCKaM: OT IIOTEPH TAaHHBIX K TBOMM aKKayHTaM JI0 OJIOKUPOBKHU TBOETO YCTPOMCTBA, I/Ie
YCTaHOBJIEHHBIHN He JierayibHas mporpamMMa. He cTouT Takke 3a0bIBaTh, YTO CYII[ECTBYET
JieTayibHbIe U OecIIaTHbIE ITPOrPaMMbl, KOTOPbIE MOXKHO HANTH B CETH.

O noprase

CeTeBUUYOK.p® - TBOH IJIaBHBIA COBETYUK B CETU. 371€Ch ThI MOXKEIIIb Y3HATH O 0€3011aCHOCTH
B CETU MOHATHBIM U JIOCTYITHBIM SI3bIKOM, a IPY BOBHUKHOBEHUU KPUTUUECKOU CUTYaIllU
00paTUTHCSA 32 COBETOM. A TaKXKe MPUHATH YIaCTHE B KOHKYPCAX U CTaTh CAMbIM IIH(POBBIM
rpakJaHuHOM!



